Web of lies?

ere’s something to ponder. Is it possible for you to rely on the
Internet and on particular Web pages as an evidentiary tool —
whether in an audit situation, in your work as a forensic accoun-

tant or as the CFO of a company responsible for maintaining records?

I'm not a lawyer, but I think this question will become
one of the most important and challenging to the ac-
counting profession in years to come. Think about it. The
Internet is a huge repository of data, containing billions
of Web pages. It is becoming the backbone of the world
economy as business transactions become a part of it.

Now imagine yourself in a courtroom in some fu-
ture litigation, staring at a
Web page and being asked
to state whether you agree
that the contents are valid
and are an exact copy of that
Web page as it might have
existed years before. Imag-
ine trying to “locate” a Web
page that involved an elec-
tronic signature and being
asked to confirm that what
you found was accurate.

Could you answer with
any honesty? Maybe not, because of the limitations that
exist when it comes to the evidentiary value of infor-
mation from the Internet.

First off, information from the Internet is not usual-
ly subject to any form of control. Anyone can post any-
thing online on any subject at any time, without any re-
gard to the truth. And much of the information found
on the Internet has not undergone the traditional edi-
torial process or quality control checks (such as fact
checking, due diligence, independent verification or

balanced reporting) that are found in traditional media

and publishing outlets. So right off the bat, you have to
be cautious with any information you find online.
The next problem is that there is no easy way to de-
termine when a Web page might have been first posted
online. While the material might bear a publication date,
date posted or last modified date, these dates can often
be inaccurate or easily modified. Hence, you simply
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cannot know with any certainty
when information was first made
available on the Internet.

Then there’s the problem that
Web pages can be easily modi-
fied — either by the individual
who originally posted them, or
by others who have access to the
server on which the pages have been posted. This means
that you can’t rely on any information online, because a
Web page bears none of the finite nature of the printed
word (i.e., once something is printed on paper, it cannot
be modified). Last but not least, Web pages are often
transient. If a Web page disappears, and it is related to a
business transaction, have you neglected to fulfil your
role of maintaining all corporate records?

As accountants, we must be aware that the Internet
will come to play a role as we manage corporate records,
undertake audits and conduct investigations. It is be-
coming a huge issue in the legal community, and so we
must be cognizant of it as well.

In short, information obtained from the Internet can-
not be relied upon as true, timely, accepted or authorita-
tive without the following due diligence: careful indepen-
dent corroboration and analysis; assessment of its source;
consideration as to whether it might have been modified
from what was originally available; and assessment of the
objectivity of the person placing the information online.
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or log on to his website at www.jimcarroll.com
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